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In this unit, the latest application of modern mathematics is introduced into
two fields. One is Game Theory which received special attention with the awarding
of the Nobel Prize in economics to John Nash. Now it has been broadened theoreti-
cally and applied to many social problems. It has driven a revolution in economic
theory. It has also found applications in sociology and psychology, and established
links with evolution and biology. The other field is Digital Signature, which is the
focus of cryptography studies. In text B, current applications of the Digital Signa-
ture technique are illustrated. From the article, readers can understand the basic
concepts and principles of Digital Signature and may have an interest in continued

study of cryptography.
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Warm-up Questions:

1. What are the basic elements of games and what is the goal of the participants in the
game?

2. In order to win in a game, what kind of approach or strategy should be applied?

3. What do you know about the applications of Game Theory in economics and other
fields?

4. Have you ever watched the movie A Beautiful Mind or The Da Vinci Code? How
did you like them and why?

Game Theory

by Avinash Dixit and Barry Nalebuff

Game theory is the science of strategy. It attempts to determine mathematically
and logically the actions that “players” should take to secure the best outcomes
for themselves in a wide array of “games”. The games it studies range from chess
to child rearing and from tennis to takeovers. But the games all share the common
feature of interdependence. That is, the outcome for each participant depends upon
the choices (strategies) of all. In so-called zero-sum games the interests of the players
conflict totally, so that one person’s gain always is another’s loss. More typical are
games with the potential for either mutual gain (positive sum) or mutual harm (negative
sum), as well as some conflict.

Game theory was pioneered by Princeton mathematician John von Neumann. In
the early years the emphasis was on games of pure conflict (zero-sum games). Other
games were considered in a cooperative form. That is, the participants were supposed
to choose and implement their actions jointly. Recent research has focused on games
that are neither zero-sum nor purely cooperative. In these games the players choose
their actions separately, but their links to others involve elements of both competition
and cooperation.

Games are fundamentally different from decisions made in a neutral environment.
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To illustrate the point, think of the difference between the decisions of a lumberjack
and those of a general. When the lumberjack decides how to chop wood, he does
not expect the wood to fight back; his environment is neutral. But when the general
tries to cut down the enemy’s army, he must anticipate and overcome resistance to
his plans. Like the general, a game player must recognize his interaction with other
intelligent and purposive people. His own choice must allow for both conflict and for
possibilities for cooperation.

The essence of a game is the interdependence of player strategies. There are
two distinct types of strategic interdependence: sequential and simultaneous. In the
former the players move in sequence, each aware of the others’ previous actions. In
the latter the players act at the same time, each ignorant of the others’ actions.

A general principle for a player in a sequential-move game is to look ahead and
reason back. Each player should figure out how the other players will respond to his
current move, how he will respond in turn, and so on. The player anticipates where his
initial decisions will ultimately lead, and uses this information to calculate his current best
choice. When thinking about how others will respond, one must put oneself in their shoes
and think as they would; one should not impose one’s own reasoning on them.

n In principle, any sequential game that ends after a finite sequence of moves
can be “solved” completely. We determine each player’s best strategy by looking
ahead to every possible outcome. Simple games, such as tic-tac-toe, can be solved in
this way and are therefore not challenging. For many other games, such as chess, the
calculations are too complex to perform in practice—even with computers. Therefore,
the players look a few moves ahead and try to evaluate the resulting positions on the
basis of experience.

In contrast to the linear chain of reasoning for sequential games, a game with
simultaneous moves involves a logical circle. Although the players act at the same
time, in ignorance of the others’ current actions, each must be aware that there are
other players who, in turn, are similarly aware, and so on. The thinking goes: “I think
that he thinks that I think....” Therefore, each must figuratively put himself in the
shoes of all and try to calculate the outcome. His own best action is an integral part of
this overall calculation.

E This logical circle is squared (the circular reasoning is brought to a conclusion)
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I ;sing a concept of equilibrium developed by the Princeton mathematician John Nash.

4 ;g We look for a set of choices, one for each player, such that each person’s strategy
L) is best for him when all others are playing their stipulated best strategies. In other
VE; words, each picks his best response to what the others do.
}/_‘:\\ n Sometimes one person’s best choice is the same no matter what the others do.
:AI“ This is called a dominant strategy for that player. At other times, one player has a
2 uniformly bad choice—a dominated strategy—in the sense that some other choice

is better for him no matter what the others do. The search for an equilibrium should
begin by looking for dominant strategies and eliminating dominated ones.

When we say that an outcome is an equilibrium, there is no presumption that
each person’s privately best choice will lead to a collectively optimal result. Indeed,
there are notorious examples, such as the prisoners’ dilemma (see below), where the
players are drawn into a bad outcome by each following his best private interests.
Nash’s notion of equilibrium remains an incomplete solution to the problem
of circular reasoning in simultaneous-move games. Some games have many such
equilibria while others have none. And the dynamic process that can lead to an
equilibrium is left unspecified. But in spite of these flaws, the concept has proved
extremely useful in analyzing many strategic interactions.

The following examples of strategic interaction illustrate some of the
fundamentals of game theory:

The Prisoners’ Dilemma. Two suspects are questioned separately, and each
can confess or keep silent. If suspect A keeps silent, then suspect B can get a better
deal by confessing. If A confesses, B had better confess to avoid especially harsh
treatment. Confession is B’s dominant strategy. The same is true for A. Therefore,
in equilibrium both confess. Both would fare better if they both stayed silent. Such
cooperative behavior can be achieved in repeated plays of the game because the
temporary gain from cheating (confession) can be outweighed by the long-run loss
due to the breakdown of cooperation. Strategies such as tit-for-tat are suggested in
this context.

Mixing Moves. In some situations of conflict, any systematic action will
be discovered and exploited by the rival. Therefore, it is important to keep the rival

guessing by mixing one’s moves. Typical examples arise in sports—whether to run or
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to pass in a particular situation in football, or whether to hit a passing shot cross-court
or down the line in tennis. Game theory quantifies this insight and details the right
proportions of such mixtures.

Strategic Moves. A player can use threats and promises to alter other players’
expectations of his future actions, and thereby induce them to take actions favorable
to him or deter them from making moves that harm him. To succeed, the threats and
promises must be credible. This is problematic because when the time comes, it is
generally costly to catry out a threat or make good on a promise. Game theory studies
several ways to enhance credibility. The general principle is that it can be in a player’s
interest to reduce his own freedom of future action. By so doing, he removes his own
temptation to renege on a promise or to forgive others’ transgressions.

For example, Cortés burned his own ships upon his arrival in Mexico. He
purposefully eliminated retreat as an option. Without ships to sail home, Cortés
would either succeed in his conquest or perish. Although his soldiers were vastly
outnumbered, this threat to fight to the death demoralized the opposition; it chose
to retreat rather than fight such a determined opponent. Polaroid Corporation
used a similar strategy when it purposefully refused to diversify out of the instant
photography market. It was committed to a life-or-death battle against any intruder
in the market. When Kodak entered the instant photography market, Polaroid put all
its resources into the fight; fourteen years later, Polaroid won a nearly billion-dollar
lawsuit against Kodak and regained its monopoly market.

Another way to make threats credible is to employ the adventuresome strategy
of brinkmanship—deliberately creating a risk that if other players fail to act as one
would like them to, the outcome will be bad for everyone. Introduced by Thomas
Schelling in The Strategy of Conflict, brinkmanship “is the tactic of deliberately
letting the situation get somewhat out of hand, just because its being out of hand may
be intolerable to the other party and force his accommodation.”

Bargaining. Two players decide how to split a pie. Each wants a larger share,
and both prefer to achieve agreement sooner rather than later. When the two take
turns making offers, the principle of looking ahead and reasoning back determines the
equilibrium shares. Agreement is reached at once, but the cost of delay governs the

shares. The player more impatient to reach agreement gets a smaller share.
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Concealing and Revealing Information. When one player knows something
that others do not, sometimes he is anxious to conceal this information (one’s hand in
poker), and at other times he wants to reveal it credibly (a company’s commitment to
quality). In both cases the general principle is that actions speak louder than words.
To conceal information, mix your moves. Bluffing in poker, for example, must not be
systematic. Recall Winston Churchill’s dictum of hiding the truth in a “bodyguard of
lies”. To convey information, use an action that is a credible “signal”, something that
would not be desirable if the circumstances were otherwise. For example, an extended
warranty is a credible signal to the consumer that the firm believes it is producing a
high-quality product.
Recent advances in game theory have succeeded in describing and prescribing
appropriate strategies in several situations of conflict and cooperation. But the theory is far
from complete, and in many ways the design of successful strategy remains an art.

(1, 654 words)

New Words
' 1. outcome /‘autkam/ n. ZR, mE l
2. array /o'rer/ n. ST 1IN 1
| v HE. H 1
.3 interdependence /antodr'pendons/ :
: . BRI 1
. 4. implement /tmplimont/ V. w7, "W :
. 5. jointly /dzomtly adv.  HEH, EHH 1
. 6. neutral /'njuztral/ adj. Ry, R :
3 7. lumberjack /'lambadzak/ n. TALIA 3
' 8. sequential /srkwenfol/  ad. ELR, BINFH |
9. simultaneous /simal'temnios/ :
| adj. EA, FERZER |
" 10. linear /Tmia(r)/ adj. LR, B4 1
. 11. figuratively /figjurativl/  adv. Eehaidth, RAEMEH l
' 12. integral /'mtigrol/ adj. SEEMN, BAEKN 1
‘ ‘
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27. brinkmanship /"bripkmen [1p/
n. WEBEK, L5K

13, square Jskwea()/ v  ERAR 5—m BE el
. 14. equilibrium /i: kwr'librrom/ n. T, 591, 9% (pl. equilibria) | -
' 15. stipulate /'stipjulert/ V. ME, RIE 1 =
' 16. collectively /ko'lektivl/  adv. SR, EEM 1 5
" 17. optimal /'optimol/ adj,  BEH, BIEMY B
' 18. notorious /nov'tories/  adj. RFTEE, BERIREN | %
" 19. dilemma /di'lems/ n. i, #HRFEHNRE l
. 20. confess /kon'fes/ V. KIN, 1BH :
| 21, titfor-tat /titfor(r)'teet/ . k= Zibs 1
| 22, deter /dr's:(r)/ v. B l
. 23. renege /ri'ni:g/ V. HiN. BRE :
24, transgression /trens'gre on/ |
1 n. MR, LE l
3 25. perish /'per/ v ¥R, FT 3
| 26. monopoly /mo'nopalt/ n. ZW, ZMrE |
‘ ‘
l l
3 28. bluff /blaf/ V. TEWR, Bk 3
' 29. dictum /'diktom/ n. B |
' 30. warranty /'worantl/ n fRIE, R |
: 1
Phrases and Expressions

1. fight back |y, EE

2. cut down A, M, B BIR. B

3. put sb. in one’s shoes PLoweee B AEIHE, &5

by

4. in contrast to 5o R EE (XFER )

5. life-or-death KR, ERM

6. out of hand TEES, BF

7. actions speak louder than words ~ =L TH#E#, THTS
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| Notes

’ g 1. Game Theory: 288, X3
% 2. zero-sum game (Para. 1): FHIHFE, — NBi—H bR oE S — ANsin—
- IR R
;/E\| 3. Princeton (Para. 2): SR80, 17135 EE PRGN,
,_é 4. John von Neumann (Para. 2): 2y« 5% {5 (1903—1957), )7 F|#& % H
- B, ST ARG . FATH 24 Tk,

5. John Nash (Para. 8): 25 « 41, IR 40E R E0%, EERBERE
4, 1994 FiE DURG T #A T+, EERANWIEZRIREIBAZ —, gl
T ‘it f” (Nash equilibrium), *HF@ AL ERVAESVER S, wREHEL
HraMEEER, B/ T o k.

6. prisoners’ dilemma (Para. 10): [NfERYE, THIRIBHIZE M2,

7. Cortés (Para. 16): #fi/RFd % « BH/RFENT, 16 2058 R ARTRER AR Hh e L DN
VEPEF AR %, DAESR M 2247 70 (Azteo) T 3CHH, JHAE S5 VH R @ T P IE A 7A
B Hb i [ 4

8. Polaroid Corporation (Para. 16): (5[E) Euisk AR, LARIE S AR /4,

9. Kodak (Para. 16): (GE[E) ik 7

Language Points

1. The games it studies range from chess to child rearing and from tennis to
takeovers. (Para. 1)
Paraphrase: The “games” that game theory studies range from chess to child
bring-up and from tennis to corporate takeovers.
2. The essence of a game is the interdependence of player strategies. (Para. 4)
Paraphrase: The key principal of a game is that player strategies are dependent
on each other.
3. A general principle for a player in a sequential-move game is to look ahead and
reason back. (Para. 5)
Paraphrase: A commonly-applied rule for a participant in a sequential game is to

anticipate and think logically in turn.
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4. The logical circle is squared ... (Para. 8)

square the circle: to attempt sth. impossible f# ({\F-2 ) RO 4=

. When we say that an outcome is an equilibrium, there is no presumption that

each person’s privately best choice will lead to a collectively optimal result.

(Para. 10)

Paraphrase: When we mention that game result is an equilibrium, there is no
assurance that each player’s best choice will lead to the best effect
for all the players.

ke R—NE &4, when 5| S EDRIBEM A, F ) there is no presumption #

X 8 & — /[ £ 1E M 4 that each person’s privately best choice will lead to a

collectively optimal result, &% presumption,

. Such cooperative behavior can be achieved in repeated plays of the game because

the temporary gain from cheating (confession) can be outweighed by the long-

run loss due to the breakdown of cooperation. (Para. 13)

Paraphrase: Since the long-term loss brings more harmful effects than the
temporary gain from cheating (confession) once cooperation breaks
down, cooperative behavior can be achieved in repeated plays of

the game.

EXxercises

I. Content Questions

Directions: Work in pairs and answer the following questions according to Text A.

1.

What kind of games did early game theory mathematicians emphasize? What is

the current research focus?

. Are game strategies different from decisions made in a neutral environment?

Why or why not?

. How many types of strategic interdependence are there in games? What are they?

4. What are the general principles for players in each game?

. Describe the concept of Nash equilibrium. How is it used in circular reasoning of

games?

. In tennis why is it crucial for players to mix their moves?
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T 7. What is brinkmanship strategy in games of conflict?
:f 8. What is the process of bargaining for players? What agreement can be reached?
% : : :
& Il. Questions for Discussion

NS

A

Directions: Work in groups and discuss the following questions.
1. In your opinion, what is the interdependence between competition and

cooperation?

>t

Ao R T

2. Do you think Nash’s concept of equilibrium is a complete solution to problems in
strategic interactions? Why or why not?
3. Can you predict the future of game theory studies? What will be the new

applications of it?

lll. Text Organization

Directions: Work in groups and discuss the organization of the text and fill in the chart.

Parts Paragraphs Main Ideas
Part One Paras. 1-3 Game theory can be defined as
which studies both and
Part Two Paras. 4-11 There are distinct types of strategic
interdependence: and

Part Three Paras. 12-19 The typical examples of game theory are given as

the basic principles such as

Part Four Para. 20 The research of game theory has succeeded in
illustrating strategies in and
it will focus on in future.

IV. Multiple Choice
Directions: Choose the best answer for each item.

1. The term “games” in game theory all shares the characteristic of
A. integrity B. interference

C. interaction D. interdependence
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A.
C.
. In simultaneous-move games, the player should
A.
B.
C.
D.

. In the sentence “Other games were considered in a cooperative form. That is, the

. According to the passage, recent research of game theory lays its emphasis on

Zero-sum games B. pure conflict

pure cooperation D. competition and cooperation

watch how the other players respond and then respond in turn
be conscious of the other players’ current actions
be thinking in a linear chain of reasoning and calculate the possible outcome

try to select his best response to what the others do

participants were supposed to choose and implement their actions jointly”, the

underlined word “implement” means

select B. fulfill C. diversify D. quantify

A.
. We can infer from “The Prisoners’ Dilemma” of game theory that

A. it belongs to the so-called zero-sum games because the interests of the
prisoners conflict totally

B. an equilibrium can be reached in repeated plays of the game in order to avoid
mutual loss

C. the prisoners are ignorant about whether their partner cooperates with them or
confesses to the authorities

D. a precondition has been set that each prisoner’s personal best option will turn

to a jointly optimal outcome

. According to the authors, which of the following statements is true?
A.

Nash’s concept of equilibrium addresses the issues of both sequential-move

and simultaneous-move games.

. The pursuit of an equilibrium should end up looking for dominant strategies or

eliminating dominated players.

. Nash’s concept of equilibrium doesn’t specify the dynamic process which can

result in an equilibrium.

. An equilibrium will ultimately be arrived at in simultaneous-move games.

—
—
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I 7. To keep the rival guessing or losing, the use of mixing moves can be found in

12 #
37 —
k) A. lumberjack chopping wood
VE B. Cortés conquering Mexico in 16th century
e C. Polaroid securing a monopoly market
(=]
,i D. a tennis player hitting a passing shot
= 8. In the sentence “When we say that an outcome is an equilibrium, there is no

presumption that each person’s privately best choice will lead to a collectively
optimal result”, the underlined word “presumption” means
A. hypothesis B. conclusion C. meditation D. anticipation
9. Which of the following ways can enhance the credibility of threats and promise

to affect the opponent in a strategic interaction?
A. Keeping the rival guessing.
B. Using the strategy of brinkmanship.
C. Bargaining to have a better outcome.
D. Concealing and revealing information.

10. In the sentence “A player can use threats and promises to alter other players’
expectations of his future actions, and thereby induce them to take actions

favorable to him or deter them from making moves that harm him”, the

underlined word “deter” means

A. alter B. remind C. stimulate D. prevent
V. Blank Filling
Directions: Fill in the blanks with words given below.
methodology constructing journal preferences  prime
modeling interactive purchasing enhances abuse

The internal consistency and mathematical foundations of game theory make it
a(n) 1 tool for modeling and designing automated decision-making processes
in 2 environments. For example, one might like to have efficient bidding
rules for an auction website, or tamper-proof automated negotiations for __ 3

communication bandwidth. Research in these applications of game theory is the topic
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of recent conference and ___4 __ papers, but is still in a nascent stage. The automation
of strategic choices 5 the need for these choices to be made efficiently, and
to be robust against ___6 . Game theory addresses these requirements. As a
mathematical tool for the decision-maker the strength of game theory is the __ 7

it provides for structuring and analyzing problems of strategic choice. The process
of formally 8 a situation as a game requires the decision-maker to enumerate
explicitly the players and their strategic options, and to consider their __ 9  and
reactions. The discipline involved in __10  such a model already has the potential
of providing the decision-maker with a clearer and broader view of the situation. This
is a “prescriptive” application of game theory, with the goal of improved strategic

decision-making.

VI. Cloze
Directions: Choose the best answer for each blank of the following passage.

Few social situations can be modeled accurately by a single interaction.

1, most situations result from a series of interactions over a long period
of time. An 2 version of the Prisoner’s Dilemma scenario includes
repeated interaction, which 3 the probability of cooperative behavior.

The __4  of this version of Prisoner’s Dilemma suggests that a player’s
strategy (__5 or cooperate) depends on his or her experience in __6
interactions, and that that strategy will also affect the future behavior of one’s

7 . The result is a relationship of mutual reciprocity (. 5); a player is likely to
cooperate __ 8  his or her opponent previously __ 9 willingness to cooperate,
and is unlikely to cooperate if the opponent previously did not. The 10 that the
game will be played again leads players to ___11  the consequences of their actions;
one’s opponent may __12  or be unwilling to cooperate in the future, if one’s
strategy always seeks ___ 13 payoffs at the expense of __14  player.

Ina__15 experiment, Robert Axelrod demonstrated that the “winning” strategy in
a repeated prisoner’s dilemma is one that he ___16  “tit-for-tat”. This strategy __ 17
cooperation on the first move, and in each subsequent move, one chooses the behavior
demonstrated by one’s opponent in the previous round. __18 , there is no “right” or
best solution to the __19  presented by Prisoner’s Dilemma. One lost round in a two-

player game can be devastating for a player, and the ___20 _ to defect always exists.
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15.

16.
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VII.

. Even

. extended
. broadens
truth
defect

. potential
partner

once

. principle
ignore
regret
maximum

. another

defines
. calls off
. Still

A. obstacle

R eI - A A

A. interaction

Writing

. demonstrated

. computer-analyzed

. computer-instructed

W HE W WO W W ® W W ®

B

. Rather

. expanded

. NArrows

. regulation
. compete

. subsequent

. colleague

if

. eliminated

. presumption
. stipulate

. retaliate

. majority

. other

B. terms

B. calls up
B.
B
B

Yet

. difficulty

. competition

OO0 QCgm o000 0000n0n0nan

. Though

. excluded
. increases
. reasoning
. violate

. previous

enemy

. unless

. illustrated
. knowledge
. discover

. retreat

. minimum

the other

. induces
. calls out
. Instead
. conflict

. willingness

m - mssol

. Thus

. expected

. decreases
logic
assist

. sequential
. opponent

. whether

. anticipated
. calculation
. consider

. renege

. minority

UUUUUUUUOUYUYUUUUU

. one another

. computer-assisted

. computer-simulated

D. decides
D. calls for
D. However
D. paradox

D. temptation

Directions: Game theory is widely applied in the fields of politics, economics,

W Ulindd 14

sociology, biology, law and sports. Please write a brief report about the

latest development of game theory in one field which you are interested in

(within 600 words). Use the resources available, library or Internet etc.

for your references. Make an outline of your report in Powerpoint format

and give a presentation in class.
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L MEABASTE ()

AL L

KAl A I (SR FHE ST e 2 IR IR 2 — o BHESCHR 2Rk A7 30
i, RBEM. WEHD. FEEEAR. WA ENSES, Mt AL
PERIERBUA R, SRR ERIR AN A B, JFRERS R AR R A2 15 A
B F-E50 , AR SCRE RN S 2%

SERRPLIE — R SR, L AUETHERR ) RSSO E B, PRIk
Bl AR i 2 Tl (L S o B, ATl a1 S AL T =3

1. Bali 24 R LSS 1

FLAL A TR ST B — A~ 8 A A4 A T — A v A2 Tl A B A4 TRl f A5 A
PRAFIX 2 A4 TR S A Y T S B O A4 ], SRR e b A 21 44 16 5 s
AIARIE R

water purification system

XA AT EEA Y 0 & TRl system, purification &1 water, [KIHiZ454
FH24T a system for the purification of water,

laser noise amplitude modulation

LA O &4 Tl modulation, laser 74 757 &1 noise amplitude, %44

#J4H24 T+ modulation of noise amplitude by means of a laser,

2. B A &G

HAA AL — A D A TFE R R i, &L 5 i R A iR
LA AR SR EGEIREM . BRX R e e B e O A al, SR )E HIET
EAE Z R R S0 A 2 AIZ R R, BCGEEAR, Plithkss, S
DA TR 5% Ze bl 22 U & T i) B HhuO & TAlBRUT , 4 acute bacterial peritonitis (£
PN PERERR )

3.t Bl iR A B 4 AL S AR

IX A Al PG A T v ST SCEh TRTIIR A= ) 42 Tl 5 BC AT TR BB A B, AE A v
AT, EIESTIAEE.

Archimeds first discovered the principle of displacement of water by solid
bodies.

|
Cc
2- 1 5
-
<
=4
-
0]
3
o
=
»

2007.8.16 8:19:15 AM (



| T ] —— m - mssol

T AR Y 44 TR L E5 44 displacement of water by solid bodies Hi displace F+J 4417 i
T\
i AR IE A, FHRANFE UGB the principle, —J5 I fL T R0 AT,
| B displacement X — 56, BRI . BUER AR KB T HHE

Bl kA,

}/:Q The building of these giant iron and steel works will greatly accelerate the
(]

A development of the iron and steel industry of our country.

s AR ) 4 TRl {E 454 the building of these giant iron and steel works H build 1

AN TR R G, TR, B ARET A B A

Dr. Almaraz had assisted in the removal of a lymph node from a patient infected
with AIDS.

A i 4417 removal kAR Zh 1R remove, M i {E7S 3SCE A E HIER, M
HFGREMRAENES, Wik, PR RIZ2 8 A 8 o Bh 45— P60 A V)
BrifkLEE R TR

HEABBELS (—) &

AL L

FHE SCRE MR 6 K R JRBR MR Rk, B 5 5 E eI AL, 4
TR AE R Th Al . AERHR ST b A T LA Al W 1 4 TR TR
IEBUETE, ERIER BRI b SCRIAT S BUR A A LSS A e AL A AR TR B0

1. B Ak S B A il . VT 2 44 T a5 #e A B S Al TRIDR AR 1 44 TRl 1R A
HO A TR AR B Al R A B, (BRI AR D 25 W] LA I 5 TRk 3%
an.

All substances will permit the passage of some electric current, provided the

potential difference is high enough.
X HL 44 1] passage £E#H RSSO ", sbA) R EEA . HEEA R
2 ZE0L R D=0 Sk A BT BUR B CIE 7/ N

Television is the transmission and reception of images of moving objects by
radio waves.

)i 24 1AL Z5 42 the transmission and reception J FH % Aghin “ & G FOFEIC” .
BEADIESA s FRANLEIE To 2k R i K S RIS Bh A (R I LR
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2. BTG E AN TR R, KL EE A ATV AT CLE R R i
Fiikio

As a small-scale illustration of the artificial modification of physical weather
processes, take the frost prevention in an orchard.

) Y & 1R L EEH4 the artificial modification of physical weather processes HFr,
physical weather processes & H1.0» 44 ] the artificial modification FI& 1ffiiE, AR
WSk AL, R TR S R A Zh ma ) X R B R T N 5
W™, BeADEA . AT 28R B Re U A U I R A B B T R EE N

SR

3. K¢ A RS R B R ST A X R AR A TR LSS A IR T
HBAE G T .

The slightly porous nature of the surface of the oxide film allows it to be colored
with either organic or inorganic dyes.

A)H ) 32 1E the slightly porous nature of the surface of the oxide film J&—/M%
AE A AT E A, A — ST ) AR AR iE &,
HEFMREERK R, miEh. SRREEARMAEGELE, Ll
AP TCHLG RS

This position was completely reversed by Haber’s development of the utilization
of nitrogen from the air.

a4 AL &5 4 Haber’s development of the utilization of nitrogen from the
air JE A EEARBARE NG, A “h ek B TR 2 b Ry &R
27, WA BT R A TR R R i, X R TR e A ek
T,

Translation Practice

I. Exercises for Practicing the Skills (Pay attention to the underlined part)
1. The first application is in community access networks, such as the Cerritos,
Calif., rollout with equipment from Tropos Networks or the Garland, Texas,
deployment by NexGen City with ASICs from MeshNetworks.

2. The transformer is a device of very great practical importance which makes use

of the principle of mutual induction.
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I 3. During the 19th century, the theories of tidal and acoustic gravity oscillations

18 & . .
H were subjects of great interest.
”ﬁ 4. Incentives for cost minimization are increased, and costs become more
T transparent.
7 5. The deployment of 911 across cellular networks is being addressed in three steps.
(]
A 6. Because of the wide range of nanoproducts in use or under development, it is
= important to establish which materials should be tested first and how to perform

this testing.

7. But all the games share the common feature of interdependence.

8. Technology for development will allow construction of larger projects, artificial
intelligence (intelligent agents, knowledge based systems, data mining and
intelligent filtering, and so on) will be increasingly feasible as costs decrease,

performance improves and widespread networking are available.

I1. Word and Phrase Translation

A. Directions: Translate the following expressions into Chinese.
. mutual gain game and mutual harm game
. sequential-move game
. simultaneous-move game

. linear reasoning

1

2

3

4

5. circular reasoning
6. Nash equilibrium

7. dominant strategy

8. optimal result

9. breakdown of cooperation
10. strategy of brinkmanship

B. Directions: Translate the following expressions into English.

1. 5E4 TR 6. EHEAT RN

2. e 5 EE 7. RBEIERA

3. SRS PEAR TR 8. FTRMEERSURLEK (FEK)
4. INEREL 9. ZEWiEiy

5. R PEAk 10. 2yt f
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ITI. Sentence Translation
Directions: Translate the following English sentences into Chinese. (Pay attention to
the underlined part)

1. The essence of a game is the interdependence of player strategies. There are two
distinct types of strategic interdependence: sequential and simultaneous.

2. When we say that an outcome is an equilibrium, there is no presumption that
each person’s privately best choice will lead to a collectively optimal result.

3. In some situations of conflict, any systematic action will be discovered and
exploited by the rival. Therefore, it is important to keep the rival guessing by
mixing one’s moves. Typical examples arise in sports—whether to run or to pass
in a particular situation in football, or whether to hit a passing shot cross-court or
down the line in tennis.

4. Brinkmanship “is the tactic of deliberately letting the situation get somewhat out

of hand, just because its being out of hand may be intolerable to the other party

and force his accommodation.”

5. When one player knows something that others do not, sometimes he is anxious

to conceal this information (one’s hand in poker), and at other times he wants to
reveal it credibly (a company’s commitment to quality). In both cases the general

principle is that actions speak louder than words.

Text B

I
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Digital Signature in Applied
Cryptography

Cryptography literally means “the art of secret writing”. It allows two people,
commonly known as Alice and Bob, to communicate with each other securely. This
means that an eavesdropper, referred to as Eve, will not be able to listen in on their
communication. Cryptography also enables Bob to check that the message sent by
Alice was not modified by Eve and that the message he receives was really sent by
Alice.

2007.8.16 8:19:16 AM (
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Public key cryptography is not only used to protect messages. An important
application is the creation and checking of so-called digital signatures. Digital
signatures are coupled to the electronic document to which they apply. This coupling
is established using public-key cryptography and so-called cryptographic hash
functions.

The basic principle of digital signature
In public key cryptography, anything Alice encrypts with Bob’s public key can
be decrypted by Bob with the corresponding private key. Alice can also encrypt a
message with her private key, which means that Bob can decrypt it with Alice’s public
key. Since the public key is, as the name suggests, publicly available, this is not a very
good idea if Alice wants to keep that message a secret. Eve can also simply obtain a
copy of Alice’s public key and thus also decrypt the message.
But because Alice keeps her private key to herself, Bob knows that only Alice
could have encrypted this message. Bob can now be sure that this message was
written by Alice. A signature on a paper message serves as proof that this message
was written by the person who signed it. Encrypting with a private key thus can be
regarded as an equivalent to placing one’s signature on the message. This is why this
is called creating a digital signature for the message.
If Alice wants to keep the message a secret that only Bob is allowed to learn,
she of course then simply encrypts the digitally signed message with Bob’s public key.
Bob first decrypts the message with his own private key and then decrypts the result
with Alice’s public key. He now knows that no one else could have read the message
(because it was encrypted using his public key) and that no one but Alice could have
written this message (because it was encrypted using her private key).

How digital signatures work
n Digitally signing large messages takes a long time, just like encrypting large
messages with someone’s public key. Just like with public key encryption, placing
digital signature therefore involves an extra step. First a summary of the message is
computed, and then this summary is signed.

Cryptographic hash functions
The summary is generated using so-called cryptographic hash functions. A

S
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cryptographic hash function can transform input of an arbitrary length to an output of
a certain number of bits, typically 128 or 160 bits. The output is called the hash value.
Well-known hash functions are MD5 and SHA-1, although many more exist.
E A very simple example of a hash function is to simply add up the position in
the alphabet of all the characters in the message. For example, the message “ape”
would give as output 22 (1 plus 16 plus 5). Since the hash value is usually shorter than
the message itself, this makes it easier and faster to compare two messages or to find
a particular message in a table. For example, it is common in database management
systems to compute the hash value of all the names in a database with information
on people. To determine whether a particular person occurs in the database, the hash
value of his name is computed against the hash values of all the names. This is much
faster than comparing the name itself against all the names in the database, because
the hash value is a number of a fixed length. Names can be many characters long and
each character has many more possibilities than just 0-9. Hash functions should have
two properties:
a. Given a particular output, it should be difficult to find a message that has that
particular output (for cryptographers this means the hash function is “one-way”).
b. Given two messages, the chance that they have the same hash value should be small
(cryptographers refer to this as “collision-free”).
n If a particular hash function has these properties, it is called a cryptographic
hash function. It is now possible to use the hash value of a message instead of the
message itself.
The simple example given above does not have these properties. There are
many messages that have the hash value 22. And furthermore, it is quite easy to find
another message that also has this hash value.
Cryptographic hash functions and digital signatures
Hash functions can be used to determine whether a message has been modified.
Alice computes the hash value of the message she wants to send to Bob and sends the
hash value of the message together with the message to Bob. Bob computes the hash
value of the message he receives, and compares it against the hash value he received

from Alice. If these two hash values are the same, Bob knows that the message was
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that the modified message has the same hash value as the original message is very
small.

Eve can now no longer just modify the message without Bob noticing this.
However, Eve can modify the message and compute the hash value of the modified
message. She can then replace the hash value that Alice sent with the hash value
she computed. Bob will then think that the message was not modified, because the
message he received has the same hash value as the one he got from Alice. But Bob
has no way to know that he did not get that hash value from Alice.

Of course this is where digital signatures come in. After computing the hash
value of the message she wants to send, Alice digitally signs this hash value and sends
the result (the digital signature of the message) to Bob. Bob then decrypts the digital
signature using Alice’s public key. He compares the result with the hash value he
computed for the message he received and so determines whether the message was
modified. If everything checks out, Bob knows that this message really came from
Alice and it was not modified.

Because Eve does not have Alice’s private key, she is no longer able to replace
the hash value that Alice signed with the hash value of the modified message. And it
is next to impossible for Eve to modify the message in such a way that the hash value
remains the same. Because of the first property of the hash function, it is difficult for
Eve to find another message that has the same hash value. And even if she manages to
find one, the chance that this other message is even remotely the same as the original
message from Alice is extremely small.

An important reason for using a cryptographic hash function is that the message
remains in unencrypted form. Furthermore, the (digitally signed) hash value can now
be transmitted and stored invisible to the user, for example as part of the headers
of an e-mail message or encapsulated using the well-known MIME standard. The
digital signature can also be transmitted over an entirely separate channel. Alice could
publish the digital signature of a message in a newspaper. This way, she could later
prove that she had a copy of this message on the date of publication of this newspaper

without having to reveal the message. This can be useful for example if Alice had to
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prove that she wrote a particular message and did not infringe on somebody else’s
copyright.

Applications of digital signatures
Digital signatures offer many applications other than signing messages such
as e-mail. A digital signature can be created for any kind of file. The digital signature
then can be used as proof that the file was not modified after the digital signature was
created. It can also be used to make the file unique, for example by appending a serial
number to the file and signing the result.

Authenticating Web servers
Using public key cryptography a Web browser and server can communicate
with each other securely. The browser can encrypt a session key using the public key
of the server and send it to the server.
In this application the Web browser typically obtains a copy of the public key
of the server by requesting a certificate containing this public key from the server.
This certificate has been signed by some trusted third party. The public key of this
trusted third party has been programmed into the Web browser beforehand. Using this
public key the browser can determine that the certificate is authentic. The browser
then knows it has the right public key.

Electronic money (digital cash)
Making files unique with digital signatures is the basis of digital cash (electronic
money). Alice the banker creates electronic banknotes of various denominations and
puts a unique number on every banknote. She signs the result. Bob the client now
makes a withdrawal from his account with Alice and receives some of the signed
banknotes. The banknotes can be anonymous or include Bob’s name. Bob then goes
to Charlie’s electronic hardware store and purchases a digital camera using these
banknotes as payment. Charlie verifies that the banknotes bear Alice’s signature and
so knows that they are not counterfeit.
Bob could of course make as many copies of the signed banknotes as he wants,
since the banknotes are in electronic form. Charlie therefore now has to go to Alice
and report to her the unique number on the banknote he received. Alice will then

record that number as “spent” and indicate to Charlie that the transaction is okay. If
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I he number was already recorded as “spent”, Alice will reject the transaction. If the
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transaction is okay, the amount indicated on the banknotes is credited to Charlie’s
account.
This system has many advantages over traditional payment techniques. Alice
can create banknotes of any denomination, including for example millicents (0.001
cents). This way for example an electronic archive could charge one millicent for
every document Bob requests, and Bob could pay that without having to take a
subscription or make a deposit in advance.
One disadvantage of this system is that it requires Charlie to immediately check
with Alice whether the banknote is still valid. If Charlie waits even a few minutes,
Bob can spend the banknote again at Dave’s. Then either Charlie or Dave is not going
to get his money.
This principle is currently used for electronic coupons. As a coupon is
less valuable than a banknote, the risk of double spending a coupon appears to be
acceptable. Furthermore, coupons are usually only valid at one particular store.
Signed computer programs
Digital signatures can also be used to authenticate software applications.
The manufacturer of a computer program can generate a digital signature for the
executable. When a user downloads the program, he can verify that the digital
signature is correct. He then knows that this program was really made by that
particular manufacturer. If he trusts that manufacturer, he can safely install the
application. The manufacturer of course promises that the application will not do
anything malicious.
The source code of many open source software programs is distributed together
with the digital signature of the author(s). This way the recipients can check that
they have not been modified by anyone else. For instance everyone can verify the
authenticity of the Linux kernel by checking whether it was properly signed by Linus
Torvalds.
ActiveX controls (more or less comparable to Java applets, but based on a
Microsoft standard) are digitally signed. Microsoft’s Internet Explorer checks the

digital signature using a Microsoft public key installed in the browser. The control is

S
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only executed if the digital signature is authentic. If the signature does not check out, EEEEE———————————

N
(&)

or the browser security level is set to high, the user will be asked to confirm execution.
Unfortunately it appears to be difficult to properly sign ActiveX controls so that
all users can verify that the signature is authentic. This has led to the practice of telling
users in the installation manual or on the web page containing the control to simply

press “Yes” whenever Internet Explorer says anything about the digital signature. This

Ssonewsayle | yun

makes it of course very easy for a hacker to replace the ActiveX control with anything
he desires. Although the digital signature will not check out, the user will simply
follow the manual and click “Yes” anyway.
More recently suggestions have been made to extend this application to
hardware as well. The CPU in a PC would check the digital signature on the operating
system or on applications to be executed. If the digital signature does not check out,
or it was not created by an authorized manufacturer, the CPU refuses to execute the
operating system or program. It is unclear at the time of writing whether the owner of
the PC in question will be able to indicate who are authorized manufacturers.

(2,200 words)

NewWords - -~~~ :
3 1. cryptography /krip'tografi/ n. BmY, BRRSR 3
: 2. eavesdropper /'i: vzidropa(r)/ :
| n. far AT & |
' 3. hash /h[/ n. BAEE: TAER. #iFES |
' 4. encrypt /m'kript/ V. e, KRB |
' 5. decrypt /di: kript/ V. fE%, WOF (8B3X) |
' 6. equivalent /ikwivelent/ . ZRMNEY. BED |
7. bit /bit/ n. i, bt |
' 8. property /'propotr/ n. MR, Hr |
9. transmit /treenz'mut/ V. &l £ &% |
' 10. invisible /m'vizobl/ adj. BARM, R }
' 11. encapsulate /m'kapsolert/ v. RENRE, B4 |
' 12. infringe /m'frindz/ V. BIR, R, B :
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T 5 13. append /o'pend/ V. BEhn, AN ‘:
’ ' 14. authenticate /o:'@entikert/ V. =51 !
% 3 15. denomination /dinomi'nerfon/ 3
o . . e i
/j ' 16. anonymous /apnimas/  adj. EZm |
;é ' 17. counterfeit /kauntofit/ n. B, s |
- | adj. hEr, REM |

| V. i, &E |
' 18. archive /akarv/ v. 714 }
| n. EES QL l
. 19. coupon /'ku:pon/ n. BRI FE, LES 1
| 20. executable /eksikju:tobl/ ad. THATH. ST l
" 21. malicious /ma'lifas/ ad.  WEERH, EEH l
' 22. manual /'menjuol/ n. I, 5% l
\ |
Phrases and Expressions

1. transform to i, Tk, €T/

2. add up Ait. ITER%

3. after all s, AR

4. check out ", A%, kg

5. be credited to WICAMK A TETT, WIIARK S
Notes

1. cryptographic hash function (Para. 2): &M P4 B %

2. hash value (Para. 7): "5 P4{E

3. MD5 (Para. 7): . 7] fn %5 @Y AN 25 5 5, MDS5 fJ 4 R & Message-Digest
Algorithm 5, fE 20 {22 90 -0 H MIT FYHRAHLERA 258 % F1 RSA Data
Security Inc % B, % MD2., MD3 Fl1 MD4 %k J&fij 3k, MD5 % 512 {7 £ 4
Peh AR BRE A, A 128 SrRTH SR

4. SHA-1 (Para. 7): SHA (Secure Hash Algorithm ) %Ly 1 NIST JF %, J#7E 1993
SEEABFNE BACERARE N A . AE 1995 A T Hkidbiii 4 SHA-1, SHA

Ulindd 26 E ;
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5 MD5 fUIRTHEBEZALL, [FFEAR 512 fiBdRd A AR R A, HE
FerE 160 SZRYIH B S, AL MDS BsRAY L 4Pk,

. MIME standard (Para. 15): £ H&HIMIBrEBAY FTEMURHE., MIME $5 1052

Multipurpose Internet Mail Extension protocol, 2 Fi& 1y [ABrRBREEY FEWML .

6. source code (Para. 25): JHACHD
7. Linux (Para. 25): —Ff] % 3% 8 Y UNIX #8182 4%, a7 T— &M PCHLE,

10.

KT IBIR ARSI R R L

. Linus Torvalds (Para. 25): Z=Z}f « $£1K %%, Linux N % B A0 Linux %

GEHIEIEA N, 1969 4 12 A 28 H AT 25 22 /R 2kl , Bll il /R At
KRR,

. ActiveX control (Para. 26): ActiveX %, LLAATH A OLE % 8¢ OCX

i, TR R R st %, ATLCRE AR A S WEB W 5T 8 3 fth o7
i, ActiveX i A2 E Pr_FiE YT Windows & IV A,
B TR SR 200, VP2 R IR X IF &, 5140 Flash 2 mi#% i
14 . Microsoft MediaPlayer i . CNNIC 3 FH Fi-Aff: . R2% S22 4125
Java (Para. 26): —F 4R IE 5. Java i fR 15 5 T 9 Ok G B AT fa] 5 0 4
FRVE S FTRE I B FREFE .

Language Points

1.

W Ulindd 27

Cryptography also enables Bob to check that the message sent by Alice was not

modified by Eve and that the message he receives was really sent by Alice. (Para. 1)

Ith/a) 1 B A1 A 18 message F17 18 sent (ER B EEET, XBEREXEN

BRz—,

B BFMIRTUEMBHZERAXWHAENEEREREEN, FEAMA
bV SR RSSO = BT g

. A signature on a paper message serves as proof that this message was written by

the person who signed it. (Para. 4)
EFX. PEXHLINEENERETIERX—XHHIATEENAFRBS,

. Encrypting with a private key thus can be regarded as an equivalent to placing

one’s signature on the message. (Para. 4)
EX. AABAREITNEER— P SXHEREFRNTE.

S

|
Cc
2- 27
-
<
=4
-
0]
3
o
=
»

2007.8.16 8:19:19 AM (



| T ] —— m - mssol

I 4. Just like with public key encryption, placing digital signature therefore involves

28 ;; an extra step. (Para. 6)
L) Paraphrase: Placing digital signature needs an additional step, just as with public
VE encryption.
7 EX. REEAABNT—#, NERTELOERE—MMISE,
:AI“ 5. Furthermore, the (digitally signed) hash value can now be transmitted and stored
2 invisible to the user, for example as part of the headers of an e-mail message or

encapsulated using the well-known MIME standard. (Para. 15)

Paraphrase: Moreover, the (digitally signed) hash value can now be sent and
stored though users cannot see it. For instance, it can be used as
part of the header of an e-mail or enclosed using the MIME standard.

EX. MA, (fd#HFEEN ) BARERETUNAEBAAFNTRX#TER

MRT, BIIEAR TR DR, HEiEHE RN MR R
¥RV EESSFEE.
6. The public key of this trusted third party has been programmed into the Web
browser beforehand. (Para.18)

FX: BAEAMEINE=ZA R A CER T EEMEN e L.

7. Making files unique with digital signatures is the basis of digital cash (electronic

money). (Para. 19)

BX: BEFERFAXHEERFET (BF5ET ) /9.

8. The source code of many open source software programs is distributed together

with the digital signature of the author(s). (Para. 25)

B FEARMNREEFNRRETNEFEENHFER —ER AT LXK,

9. For instance everyone can verify the authenticity of the Linux kernel by checking

whether it was properly signed by Linus Torvalds. (Para. 25)

Paraphrase: For example, every user can confirm the credit of the Linux kernel
by checking whether it was properly signed by Linus Torvalds.

B flmg AP T MBI REN AR AREEHTHNE - BRLEBRHE

EHESLM.
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EXxercises

I. Content Questions
Directions: Work in pairs and answer the following questions according to Text B.
1. In the communication of Alice and Bob, how can they avoid being overheard by
Eve?
2. What is the basic principle of digital signature in public key cryptography?

3. What is the extra step before placing digital signature on large messages?

N

. By using cryptographic hash functions, how can we transform input of an
arbitrary length to an output of a certain number of bits?

. What are the basic properties of hash functions?

. Describe the MIME standard.

. How can a Web browser determine that his/her Web server is authentic?

0 3 AN W

. What are the advantages of electronic money over traditional payment? What is
the possible defect?
9. How can we use digital signature to authenticate software applications?

10. What are the recent digital signature applications to hardware?

Il. Questions for Discussion
Directions: Work in groups and discuss the following questions.
1. Which is more appealing for you, traditional payment or electronic money?
Why?
2. What do you feel will be the future development of the digital signature

technique?

lll. Word Processing
Directions: Fill in the blanks with appropriate words or phrases, using the informa-

tion obtained from the text.

1. Digital signatures are coupled to the document to which they apply.
This coupling is established using and so-called cryptographic hash
functions.

2. A cryptographic hash function can transform input of a(n) length to an

output of a certain number of bits, typically 128 or 160 bits.
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3. Hash functions should have two properties: the hash function is and

4. An important reason for using a cryptographic hash function is that the message
remains in form. Furthermore, the (digitally signed) hash value can
now be transmitted and stored to the user.

5. The digital signature then can be used as that the file was not modified
after the digital signature was created. It can also be used to make the file unique,
for example by appending a(n) to the file and signing the result.

6. Using public key cryptography a Web and can communicate

with each other securely.

7. As a coupon is less valuable than a banknote, the risk of spending
a coupon appears to be acceptable. Furthermore, coupons are usually only

at one particular store.

8. The of many open source software programs is distributed together
with the digital signature of the author(s).

9. Microsoft’s Internet Explorer checks the digital signature using a Microsoft
public key installed in the browser. The control is only executed if the digital
signature is

10. If the digital signature does not check out, or it was not created by a(n)

manufacturer, the CPU refuses to execute the system or program.

IV. True or False
Directions: Read each of the following statements carefully and decide whether it is
true or false according to the text.
1. The use of public key cryptography is only to protect messages.
2. Encrypting electronic messages with private keys is just similar to a written
signature on paper.
3. The extra step of placing a digital signature means to sign the summary of the
message first and then compute the summary.
4. One basic quality of the cryptographic hash function is that two messages are

very likely to have identical hash values.
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5. The current popular hash functions, MD5 and SHA-1, have replaced other N

w
=

equivalents.

6. With the well-known MIME standard, the digitally signed hash values can be
transmitted and stored indiscernible to the user.

7. Though digital signature is proof to confirm the file was not modified after the

digital signature is created, it cannot reveal the uniqueness of the original file.

Ssonewsayle | yun

8. The communications between a Web browser and server are less risky with a
delivered certificate containing the public key from the browser.

9. In the payment of digital cash, a client should always make sure that the
electronic banknotes are signed before withdrawing money from the account.

10. The ActiveX control is executable only if Microsoft’s Internet Explorer checks

that the digital signature (signed in ActiveX control) is authentic.

V. Translating and Editing
Directions: Translate and edit Paras. 19-23 from Text B into Chinese with no more

than 200 Chinese characters.
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